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Introduction

Isogeny-based cryptography uses maps between elliptic curves to build public-key cryptography. The first such system dates back to 1997, but the first publicly accessible proposals
by Couveignes [Cou06] and Rostovtsev–Stolbunov [RS06] are from 2006, after they were
used as an attack tool [GHS02, JMV05] in 2002 and 2005 and an isogeny-based hash
function [CGL09] was published in 2006. These systems use isogenies between ordinary
elliptic curves over finite fields to create a key-exchange system; the key-exchange system
is denoted CRS in the following. Stolbunov [Sto11] also shows how to use this construction for building identification schemes. Shor’s attack [Sho97], which breaks elliptic-curve
cryptography based on the discrete-logarithm problem, does not affect these constructions,
but in 2010 Childs, Jao, and Soukharev [CJS14] showed that CRS can be broken with a
sub-exponential quantum attack due to Kuperberg [Kup05] (see week 8). This means that
parameters of the CRS scheme need to be scaled up asymptotically, making this already
slow system even slower, but it does not mean that the system is fundamentally broken.
In 2011, Jao and De Feo [JF11] designed a different isogeny-based system that uses isogenies between supersingular curves over extension fields and does not have the same weakness as the above-described CRS key-exchange and which according to current knowledge
offers exponential security, even against quantum attacks. A minor downside compared
to CRS is the more complicated data flow and that the security assumption has changed
from the pure isogeny-finding problem to one where additional information is available.
In the years since, research on isogeny-based systems focused mostly on this supersingularisogeny Diffie-Hellman (SIDH) protocol. Many speedups were found and the security is better understood now; one important attack [GPST16] (see torsion-point attacks in week 6)
showed that reusing keys requires extra care such as using the Fujisaki-Okamoto transform [FO99], but for ephemeral use no issues are known. The shared benefit of CRS and
SIDH systems is that they require very little bandwidth compared to other systems that
are expected to resist attacks using quantum computers.
This text introduces CSIDH and SIDH.
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Mathematics background: elliptic curves and isogenies

For basics on elliptic curves and isogenies see the lectures from week 1 [Pan21]. This section
only settles notation so that the text can be read as standalone.

2.1

Weierstrass curves and twists

Let p be a prime larger than 3 and n > 0 an integer. Let Fpn denote the finite field with
pn elements. An elliptic curve E over Fpn can be written in short Weierstrass form
E : y 2 = x3 + ax + b,

a, b ∈ Fpn and 4a3 + 27b2 6= 0.

Points on the elliptic curves over Fpn are all pairs (x, y) ∈ F2pn which satisfy the curve
equation along with an extra point ∞. These points form a group with ∞ as neutral
element. This same group operation works for points over any extension field of Fpn . We
use E/Fpn to denote that E is defined over Fpn ; we use E(Fpn ) to denote the group of points
on E over Fpn , and we use E when speaking about properties that hold independently of
the extension field.
Two elliptic curves E1 /Fpn and E2 /Fpn are isomorphic over Fpn if there exists a polynomial map over Fpn that maps points (x, y) on E1 to points on E2 in a one-to-one way
which is compatible with the group operation. If E1 and E2 are given in short Weierstrass
form with ab 6= 0 any isomorphism has the form (x, y) 7→ (u2 x, u3 y) for some u 6= 0.
The systems we present later will consider elliptic curves up to isomorphism, i.e., work
with isomorphism classes. They thus require a unique representative for each class. The
typical choice of invariant for isomorphism classes is the j-invariant which for curves in
Weierstrass form is j = 1728 · 4a3 /(4a3 + 27b2 ). For the example (x, y) 7→ (u2 x, u3 y)
map given above the curve coefficients satisfy a2 = u4 a1 and b2 = u6 b1 which gives the
same j for E1 and E2 . Note, however, that the j-invariant uniquely describes isomorphism
classes over an algebraic closure of Fpn , two curves having the same j-invariant need not
be isomorphic over Fpn .
A twist of a curve E/Fpn is a curve E 0 /Fpn that is isomorphic to the first over some
extension field. The degree of the twist is the smallest degree of extension of Fpn over
which the isomorphism is defined. A quadratic twist of a curve E/Fpn is a curve that is
isomorphic to the first over Fp2n and not over Fpn . Let ν be a nonsquare over Fpn , then
y 2 = x3 + aν 2 + bν 3 is a quadratic twist of y 2 = x3 + ax + b.
The number of points on an elliptic curve over Fpn is roughly pn : for #E(Fpn ) = pn +1−t
the integer t lies in the interval [−2pn/2 , 2pn/2 ]. An elliptic curve over Fpn is supersingular
if t ≡ 0 mod p, else the curve is ordinary.
The order of a point P ∈ E(Fpn ) is the smallest integer k > 0 such that [k]P = ∞,
where [k]P means the addition of k copies of P . Since there are only finitely many points
in E(Fpn ) the order of every point is finite; furthermore, the order of any point P ∈ E(Fpn )
divides the group order #E(Fpn ). For every prime ` not dividing p there are either 1, `, or
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`2 points P with [`]P = ∞. The first case corresponds to only P = ∞ satisfying [k]P = ∞.
The second case corresponds to ` − 1 points of order ` and ∞ satisfying the equations;
these points form a cyclic group that behaves like Z/`. The third case corresponds to `2 −1
points of order ` and ∞ satisfying the equations; these points form a product of two cyclic
groups that behaves like Z/` × Z/`. In particular, in this case all points of order ` are given
as a linear combination [a]P + [b]Q, a, b ∈ [0, ` − 1], where P and Q are points of order `
and Q is not a multiple of P .

2.2

Montgomery curves

There are other representations of elliptic curves, most notably Montgomery form [Mon87]
BY 2 = X 3 + AX 2 + X,

A, B ∈ Fpn and B(A2 − 4) 6= 0

and Edwards form [BL07] which have advantages for implementations and, sometimes, for
exposition. We will use Montgomery curves for most of the exposition. They are very
similar to Weierstrass curves and have neutral element ∞, typically thought high up in
the direction of the y-axis, and −(X, Y ) = (X, −Y ). They have the following addition
formulas for the main cases of adding P = (X1 , Y1 ) and Q = (X2 , Y2 ) giving (X3 , Y3 ) with
X3 = Bλ2 − X1 − X2 − A, Y3 = λ(X1 − X3 ) − Y1 and


(Y1 − Y2 )/(X1 − X2 )
P 6= ±Q
λ=
for
2
(3X + AX + 1)/(2B)
P = Q 6= −Q
Montgomery curves are particularly interesting because they offer efficient differential
addition when using only X coordinates. Differential addition means that you can add P
and Q if you know their difference Q − P . In the case of X-only arithmetic this means
computing X(P + Q) given X(P ), X(Q), and X(Q − P ).
The Montgomery ladder uses differential addition to compute scalar multiples. The
ladder starts with P0 = ∞ and P1 = P and scans the scalar from the most significant bit
to the least significant bit, each step updates P0 = [2]P0 , P1 = P0 + P1 if the bit is 0 and
P0 = P0 + P1 , P1 = [2]P1 if the bit is 1. Note that the difference P1 − P0 = P is invariant
under the update steps and that for each addition the difference is thus P or ∞ (for the
doubling).
When using X-only arithmetic we use 0 to represent ∞ as well as (0, 0). The formulas
for doubling compute X3 = (X12 − 1)2 /(4X1 (X12 + AX1 + 1)). For the differential addition
let X− denote the X-coordinate of the difference. The X-coordinate of the sum is given by
X3 = ((X1 + 1)(X2 − 1) + (X1 − 1)(X2 + 1))2 /(X− ((X1 + 1)(X2 − 1) − (X1 − 1)(X2 + 1))2 ).
See the EFD for more curve shapes and efficient formulas, incl. formulas for handling
these computations in projective coordinates. Week 10 will also cover more on efficient
arithmetic.
For ν a nonsquare over Fpn and A 6= 0, a quadratic twist of E : BY 2 = X 3 +AX 2 +X is
given by E 0 : νBY 2 = X 3 + AX 2 + X. Each X ∈ Φp satisfies either that X 3 + AX 2 + X is a
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√
2 + X) in E(F ); or X 3 +AX 2 +X
square in Fp , thus there are two points (X, ± X 3 + AXp
p
3
2
is not a square in Fp , thus there are two points (X, ± ν(x + AX + X)) in E 0 (Fp ); or
X 3 + AX 2 + X = 0, thus (X, 0) is a point in E(Φp ) and in E 0 (Fp ). Combining these
three cases gives two points for each X ∈ Fp , thus in addition to one point at infinity
per curve we have #E(Fp ) + #E 0 (Fp ) = 2p + 2. Therefore #E(F Φp ) = p + 1 − t implies
#E 0 (Fp ) = p + 1 + t.
Montgomery curves always have a point (0, 0) of order 2 and at least one of the following:
X 2 + AX + 1 = (X − X1 )(X − X2 ), giving (X1 , 0), (X2 , 0) of order 2 or there is a point of
order 4. Hence, the group order is always divisible by 4.

3

Isogenies

For mathematically rigorous definitions of the following see the lecture notes of week 1 [Pan21].

3.1

Definitions

An isogeny between two elliptic curves E1 /Fpn and E2 /Fpn is a non-constant rational
function that maps points from E1 to points on E2 and is compatible with the group law.
In particular, it maps the neutral element ∞1 on E1 to the neutral element ∞2 on E2 .
Unlike isomorphisms, isogenies need not be 1-to-1 but can (and typically do) have several
points map to ∞2 . For isogenies of interest in cryptography1 , the degree ` of an isogeny is
the number of points on E1 , taken over any extension field of Fpn , mapping to ∞2 . Note,
this does not mean that E2 has fewer points than E1 over Fpn , just that some points on
E2 are not in the image of points on E1 over Fpn . In fact, by Tate’s theorem, E1 /Fpn and
E2 /Fpn are isogenous if and only if they have the same number of points over Fpn , i.e.,
#E1 (Fpn ) = #E2 (Fpn ). The set of curves that are isogenous to E is called the isogeny class
of E. Note that if E is supersingular then all curves in its isogeny class are supersingular;
similarly, ordinary curves are isogenous to ordinary curves.
For each isogeny ϕ : E1 → E2 there exists a dual isogeny ϕ̂ : E2 → E1 which has the
same degree ` and for which it holds that the composition ϕ̂◦ϕ = [`]E1 is the multiplicationby-` map on E1 and likewise ϕ ◦ ϕ̂ = [`]E2 .

3.2

Vélu’s formulas

The requirement that an isogeny be compatible with the group operation means that points
of some order m coprime to ` are mapped to points of order m. An isogeny ϕ of degree
` has as kernel (i.e., points mapped to ∞2 ) a cyclic subgroup of order `, i.e., containing `
points, and each kernel uniquely defines an isogeny. These points may be defined over Fpn
or over some extension field. The isogeny is defined over Fpn if the kernel is fixed under the
pn -Frobenius map (not pointwise but as a set). The typical way of computing an isogeny
is to start with such a subgroup and then to use Vélu’s formulas [V7́1], which give an
1

technically, for separable isogenies
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explicit equation of the image curve and ϕ in terms of the coordinates of the points in the
kernel. The computational complexity of these formulas grows linearly in ` and requires
computations in the extension field over which the points in the kernel are defined.
We will need Vélu’s formulas for Montgomery curves. Let P have prime order ` on EA .
For 1 ≤ i < ` let Xi be the X-coordinate of [i]P .
Let

`−1
`−1
`−1 
Y
Y
X
xXi − 1
1
, f (x) = x
.
τ=
Xi , σ =
Xi −
X
x
−
X
i
i
i=1
i=1
i=1
Then the `-isogeny with kernel hP i is given by
ϕ` : EA → EA0 , (X, Y ) 7→ (f (X), c0 Y f 0 (X))
where A0 = τ (A − 3σ), and c20 = τ .
The main operation is to compute the Xi , just some elliptic-curve additions. Note that
[` − i]P = −[i]P and both have the same x-coordinate, so only (` − 2)/2 multiples of P
need to be computed.

3.3

Isogeny graphs

The `-isogeny graph over Fpn is an undirected graph that has as nodes the isomorphism
classes of elliptic curves over Fpn and two such classes are connected if there exists an `
isogeny from one curve in the class to one in the other class. (By combining the isogeny
with an isomorphism each curve in the class can be reached; note that different schemes
use different extensions of Fpn for defining the isomorphisms). The graph is undirected
because for each isogeny ϕ : E1 → E2 , the dual isogeny ϕ̂ provides a map back.2 In an
`-isogeny graph each node has zero, one, two, or ` + 1 edges. This number depends on
the structure of the set of points of order ` on the elliptic curve, which is a subgroup of
Z/` × Z/`. Each order-` subgroup defines an isogeny over some extension field and zero,
one, two, or ` + 1 curves that are `-isogenous to this curve may be defined over the same
field.
The set of all curves over a field Fpn splits into multiple disjoint components consisting
of curves `-isogenous to one another. In the following, we only consider curves having the
same number of points, i.e. curves that are isogenous under an isogeny of some degree.
Note that this does not imply that all of these curves are connected under an ` isogeny for
some fixed `.

3.4

Isogeny graph for ordinary curves

2

For isogenies landing back on the same curve one might need to introduce directions in order not to
over count.

5

Components of the `-isogeny graph consisting of ordinary curves form (parts of) volcanoes (see Figure 1
for an illustration). A full volcano consists of a circular rim (the top of the volcano) and each of the
nodes of the rim additionally has ` − 1 edges pointing downwards, each node on lower levels has ` edges
pointing downwards. CRS uses only the top of the
volcano and thus pick isogeny classes where that part
is large. Each node in the top has exactly two neighbors and repeated application of ` isogenies makes
multiple steps in the same direction. For different
isogeny degrees `i the rim might split into multi- Figure 1: Isogeny graph for 3ple rims or multiple rims get combined into a larger isogenies forming a volcano with rim
one. The maximal size of the rim is the class number and two more levels. Image credit:
of the endomorphism ring; for details on what this Lorenz Panny.
means see [Sut12] and the lectures on class groups in
week 1 [Bia21]. An important property for the CRS system is that the action of isogenies
on ordinary elliptic curves is commutative, i.e., the order of applying `1 and `2 isogenies
does not change the isomorphism class of the image curve.

3.5

Isogeny graph for supersingular curves

All isomorphism classes of supersingular elliptic curves over extensions of Fp have their
j-invariant defined over Fp2 , so considering isomorphism classes of supersingular elliptic
curves over Fp2 covers all classes of supersingular curves, where the isomorphisms are
taken over extension fields of Fp2 .
There are of roughly p/12 isomorphism classes of
elliptic curves over Fp2 . The graph of ` isogenies is
(almost) ` + 1 regular and Ramanujan. This means
that the graph is very well connected and any node
in the graph can be reached in few steps from any
other node (rapid mixing). It also means that there
is no sense of direction – in computing a sequence of
` isogenies one can avoid going back but each step
offers a choice of ` other edges forward.
Figure 2 shows an example for 2 and 3 isogenies
for isomorphism classes of curves over F4192 , where
each node corresponds to a j-invariant. The isomorphism classes are arranged around the circle; orange Figure 2: Nodes: Supersingular eledges are 2 isogenies an blue ones 3 isogenies. This liptic curves F4192 , edges are 2 and
figure is typical for the full isogeny graph of super- 3 isogenies. Image credit: Lorenz
singular curves. Note that endomorphism rings of Panny.
supersingular curves are orders in a quaternion alge6

bra, see [Pan21, Section 2.3], so in particular they are not commutative.

3.6

Isogeny graph for supersingular curves over Fp

Considering only supersingular elliptic curves over Fp and restricting the isomorphisms to
those defined over Fp changes the picture dramatically. The mathematical background is
that the endomorphism ring of endomorphism over Fp is commutative and an order in
Q(π), for π the Frobenius endomorphism.
To see this, let ϑ be some Fp -rational endomorphism. This means by definition that ϑ
commutes with π. Put ω = π − π̄, with ¯ denoting complex conjugation, and let tr denote
the trace to Q. Then by expanding we get
tr(ωπ)ϑ = tr(ϑωπ) + tr(ϑω)π.
This gives a representation of a Q-multiple of ϑ as an element of Q(π). Finally, we see
that tr(ωπ) = (tr(π))2 − 4N(π) = −4p 6= 0, using that for a supersingular curve, the trace
of Frobenius equals t = 0 and the norm is p.3
Figure 3 has as nodes the Fp isomorphism classes of supersingular elliptic curves for p = 419.
E158 E0 E261
Edges are 3 (blue), 5 (red), and
E410
E9
7 (green) isogenies. Note that
E368
E51
supersingular curves have p + 1
E404
E15
points and here p + 1 = 420 =
E75
E344
4 · 3 · 5 · 7, so Fp -rational points of
orders 3, 5, and 7 exist on each of
E144
E275
the curves and thus the isogenies
are easy to compute using Vélu’s
E191
E228
formulas.
For p ≡ 3 mod 4 it was
E174
E245
shown in [CLM+ 18] that the isomorphism classes of supersingular
E413
E6
curves over Fp with endomorphism
√
E379
E40
ring Z[ −p] are in 1-to-1 correE124
E295
spondence with the A coefficient of
E
E
199
220
Montgomery curves having B = 1.
E390 E29
Hence, each node is labeled as EA
for Y 2 = X 3 + AX 2 + X. The
graph does not show all isomor- Figure 3: Nodes: Isomorphism classes of supersingular
phism classes but the larger con- elliptic curves EA : Y 2 = X 3 + AX 2 + X over F419 .
nected component of the graph. Edges are 3, 5, and 7-isogenies. Image credit: Lorenz
The curves in the main component Panny.
3

Thanks to Lorenz Panny for providing this direct proof in the discussions in Zulip.
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are arranged around the circle so
that 3-isogenous curves are adjacent, showing the rim of the volcano of the 3-isogeny
graph. The other isogenies are drawn to match this arrangement of isomorphism classes;
if stratified, each of them would resemble a rim as well.
Note that each EA on the left has E−A on the right. This is not a coincidence: ν = −1
is not a square for p ≡ 3 mod 4 and thus the quadratic twist of EA is given by −Y 2 =
X 3 + AX 2 + X which is isomorphic to E−A : Y 2 = X 3 − AX 2 + X. Also note that Figure 2
would have identified these two classes as they are isomorphic over a quadratic extension
of Fp .
The graph also shows how to compute a 9-isogeny as a sequence of 3-isogenies iteratively.
Rather than finding a point of order 9 over the starting curve, find one of order 3, compute
the domain of that 3-isogeny, find a point of order 3 there, and compute the domain of
that 3-isogeny. This means that there is no need to deal with extension fields to compute
this sequence. The only requirement is that the second point is chosen so that the second
isogeny is not the dual of the first. This gives an easy sense of direction, much unlike in
the full graph in Figure 2.
This example is stereotypical for the CSIDH construction handled in Section 5: 3, 5,
and 7 divide p + 1 with multiplicity one and this holds for both the curve and its quadratic
twist. So for each prime ` dividing p + 1 a basis of the `-torsion group can be given
consisting of a point P = (XP , YP ) with XP , YP ∈ Fp and a point Q = (XQ , iYQ ) with
XQ , YQ ∈ Fp and i2 = −1 in Fp . Isogenies from points defined over Fp continue in the
forward direction (depicted counterclockwise in the graph) while those from points of the
shape of Q define isogenies in the backwards direction.

4

The CRS system

The CRS system [Cou06, RS06] resembles closely the regular Diffie-Hellman key exchange.
It uses the overlay of multiple isogeny graphs for the same set of ordinary curves isogenous
to one another (when allowing the isomorphism to be over a larger field). The system
parameters fix a finite field Fp , a starting curve E of known order N , and a set of primes
`i > 2, 1 ≤ i ≤ r, so that for each of these primes an `i isogeny can be computed with
not too much effort and in a unique manner. For a properly-chosen curve the number of
√
curves isogenous to it are on the order of p (more precisely, it is the class number of the
endomorphism ring of that curve, see week 1 [Bia21]).
QFor each of the primes `i Alice picks an exponent ai and computes the curve EA which
is `ai i isogenous to E. This is typically computed as a sequence of a1 isogenies of degree
`1 , a2 isogenies of degree `2 , etc., see the description in Section 3.6 for how to compute
this piece wise to avoid large extension fields. Computing the next `1 isogeny on ϕ`1 (E)
works similar to the computation on E and continues on the rim of the `1 isogeny volcano.
Alice’s public key is EA and her secret key is the exponent vector (a1 , a2 , . . . , ar ).
Similarly, Bob picks (b1 , b2 , . . . , br ) and computes and publishes EB .
To check that Bob’s key is valid Alice verifies that the number of points on EB is N .
8

Q ai
Starting from Bob’s curve EB , Alice computes the curve
E
which
is
`i isogenous to
BA
Q
EB ; similarly Bob computes the curve EAB which is `bi i isogenous to EA . The resulting
curves are isomorphic because it does not matter whether Alice’s or Bob’s isogenies are
applied first, because the endomorphism ring of ordinary curves is commutative. Thus
j(EBA ) = j(EAB ) and Alice and Bob use a key derived from j(EBA ) as their shared secret.
The cost of computing the isogenies depends on the degrees `i and, when using Vélu’s
formulas, the extension field of Fp over which points of order `i are defined. If all ai are
chosen from an interval of size m, at most mr different curves can be reached. In order to
√
be able to reach all ≈ p isogenous curves efficiently it is important to overlay multiple
isogeny graphs, i.e. choose r sufficiently large, else a lot more steps are needed. This means
that the system cannot stick to primes `i for which points of order `i are defined over Fp
but needs to move to more primes and extension fields. The timing in [Sto10] makes the
system too slow to be practical, and the security of the chosen parameters was later revised
downwards.
In 2018 De Feo, Kieffer, and Smith published [DKS18] a new way to construct curves for
CRS but even with the many ideas that went into the construction and a large computation
the resulting system was slow, yet much faster than earlier ones.

5

The CSIDH system

In 2018, Castryck, Lange, Martindale, Panny, and Renes tackled the problem of how
to build an efficient CRS-like system, i.e., one in which all isogenies could be defined
over the base field. The main observation in their CSIDH [CLM+ 18] scheme is that the
Fp endomorphism ring of supersingular curves over Fp is commutative, as in the case of
ordinary elliptic curves.
CSIDH works with isogenies between Fp -isomorphism classes of supersingular curves
defined over Fp . The number of points on a supersingular curve over Fp is p + 1 making
it very easy to control which isogenies are defined over Fp by choosing p appropriately.
CSIDH puts p = 4`1 · `2 · · · `r − 1 for some r and distinct odd primes `i . This means that
the resulting curve has points of order `i over Fp and Vélu’s formulas can be used efficiently.
Note also that p ≡ 3 mod 4, so all considerations from Section 3.6 apply and the isogeny
graph has the beautiful regular structure depicted in Figure 3. CSIDH uses isomorphism
classes in the largest connected component of the graph, denote this set by Z.
Of course, CSIDH uses much larger p and many more `i than in that example. The
smallest version, CSIDH-512, proposed in [CLM+ 18] has log2 p = 511 and the `i in the
definition
Q of p being the first 73 odd primes and `74 = 587 (the smallest prime after `73 to
make 4 i=1 74`i − 1 prime).
CSIDH chooses another p
system parameter m. The original CSIDH proposal chooses r
r
and m so that (2m + 1) ≈ (p). By now many other choices have been proposed taking
into account the relative costs of each isogeny as well as balancing pre- and post-quantum
security. For CSIDH-512 the choice was m = 5.
Alice’s secret key is the exponent vector (a1 , a2 , . . . , ar ) with ai ∈ [−m, m] stating how
9

many times the `i -isogeny is computed. A positive exponent ai indicates taking points P
over Fp of order `i while a negative one means taking points of the form Q = (XQ , iYQ ),
see Section 3.6.
To compute her public key, Alice computes the elliptic curve that is reached after ai
isogenies of degree `i for 1 ≤ i ≤ r. As the A coefficient in Montgomery form uniquely
determines each Fp -isomorphism class, CSIDH uses this coefficient to represent curves and
thus Alice’s public key is the A coefficient of the resulting curve.
Bob does the same with his exponent vector (b1 , b2 , . . . , br ) and publishes his resulting
curve via the Montgomery coefficient A0 .
The shared key of Alice and Bob is the curve reached with (a1 + b1 , a2 + b2 , . . . , ar + br )
which each of them can compute by applying their sequence of isogenies to the other party’s
public key curve.

5.1

Description using ideal class groups

A cleaner description of the mathematics behind CSIDH can be giving using ideal class
groups, see [Bia21] for details.
The elliptic curves in Z, meaning the main component shown in Figure 3, all have
√
Fp -endomorphism ring O = Z[ −p]. The ideal class group cl(O) of the endomorphism
ring acts on Z. As O is commutative we get a commutative group action.
Let π be the Frobenius endomorphism. The ideal in O above `i is li = (`i , π − 1).
We described moving in the positive direction with an `i -isogeny as picking a point
of order `i defined over Fp as the generator of the kernel. Being defined over Fp means
invariant under π, i.e., being in ker(π − 1). This means that the subgroup corresponding
to li is E[li ] = E(Φp )[`i ].
The conjugate of li is li = (`i , π + 1) = l−1
i . Thus the subgroup corresponding to li is
E[li ] = {Q ∈ E[`i ] | π(Q) = −Q}. Note that for a point Q = (XQ , iYQ ) with XQ , YQ ∈ Fp
the Frobenius is (XQp , ip YQp ) = (XQ , −iYQ ) = −Q, i.e., Frobenius operates by negation,
explaining our choice of kernel points for the negative
Q direction.
In this view, Alice’s secret key is the ideal class ri=1 lai i and the key space is {le11 · · · lenn ] |
(e1 , ..., en ) is ‘short’} ⊆ cl(O). If the structure of O is known it is possible to sample from
the entire ideal-class group and use lattice algorithms to find an efficient short representation. With a quantum computer this structure can be computed in polynomial time,
however, without one only subexponential algorithms are known and the computation for
the CSIDH-512 parameters in [BKV19] was a major undertaking and no larger examples
have been computed to date.

5.2

How to compute the CSIDH group action

Before doing any computation on a public key a user needs to validate it. For CSIDH
with keys given by the Montgomery coefficient A this amounts to testing that E : Y 2 =
X 3 + AX 2 + X is supersingular, i.e., that #E(Fp ) = p + 1. The factorization of p + 1
is known and by sampling random points on E one can check quickly that all `i appear
10

in the group order. In fact, one can stop sooner and use the Hasse interval, for details
see [CLM+ 18].
To compute one `i -isogeny in the positive direction we want to find a point P ∈
E[`i ](Fp ). The typical way is to sample a random X coordinate and
√ check whether
X 3 + AX 2 + X is a square in Fp , if so complete to a point P 0 = (X, ± X 3 + AX 2 + X)
in E(Φp ) and compute P = [(p + 1)/`i ]P 0 . If P 6= ∞ it has order `i , else start with a fresh
choice.
Note that the computations in Vélu’s formulas (Section ??) use only the X coordinate
of points, so it is not actually necessary to compute the Y coordinate of P 0 as Montgomery
curves have very efficient computations of scalar multiples using only the X coordinate. For
most choices of fields it is most efficient to do these computations in projective coordinates
avoiding most inversions.
To compute one `i -isogeny in the negative direction we proceed similarly except for
finding an X with X 3 + AX 2 + X not being a square. A benefit of using X-only arithmetic
is that no extension fields appear.
The CSIDH authors noticed that a lot of time is spent on finding points and doing
scalar multiplications [(p + 1)/`i ]P 0 . It is unavoidable to sample a new point for each of
the ai isogenies of degree `i but one can use a point a point T of order 15 on the first
curve to compute a 3-isogeny followed by a 5-isogeny by first taking [5]T as kernel to
compute ϕ3 : E → E 0 , then computing T 0 = ϕ5 (T ) on E 0 and using T 0 as kernel compute
ϕ5 : E 0 → E 00 . Note that the application of ϕ3 means that T 0 has order 5. CSIDH thus
merges computations for all `i that have the same sign in their exponent.
The following Algorithm 1 is taken from [CLM+ 18].
Algorithm 1: Evaluating the class-group action.
Input: A ∈ Fp and a list of integers (e1 , e2 , . . . , en ).
Output: A0 such that [le11 · · · lenn ]EA = EA0 (where EA0 : Y 2 = X 3 + A0 X 2 + X).
While some ei 6= 0 do
Sample a random x ∈ Fp .
Set s ← +1 if x3 + Ax2 + x is a square in Fp , else s ← −1.
Let S = {i | ei 6= 0, sign(ei ) = s}. If S = ∅ then start over with a new x.
Q
Let k ← i∈S `i and compute T ← [(p + 1)/k]P .
For each i ∈ S do
Compute R ← [k/`i ]T . If R = ∞ then skip this i.
Compute an isogeny ϕ : EA → EA0 : y 2 = x3 + A0 x2 + x with ker ϕ = R.
Set A ← A0 , T ← ϕ(T ), k ← k/`i , and finally ei ← ei − s.
Return A.
As pointed out in [CLM+ 18] this computation is highly irregular and timing can
give information on how often each `i -isogeny is used, thus leaking the exponent vector
(e1 , e2 , . . . , er ). Note that since 2018 many improvements to this basic approach have appeared, including versions that can be used for constant-time implementations, see weeks 10
and 11 for details.
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Security analysis of CRS and CSIDH

For CRS and CSIDH, an attacker is confronted with the problem of finding EAB given E,
EA , and EB . Analogous to the situation of discrete logarithms and Diffie-Hellman, there
is no known attack faster than computing Alice’s or Bob’s secret isogeny to get EAB .
Obviously, the number of keys has to be large enough to protect against brute force
searches or their more intelligent meet-in-the-middle variants. These search for the key in
√
time square-root of the search space, so in roughly 4 p if the key space is large enough so
that all isogenous curves can be reached.
A quantum attacker can use the attack by Childs, Jao, and Soukharev [CJS14] which
requires a subexponential number of calls to an oracle which compute isogenies in quantum
superposition. A recent analysis [BLMP19] for the case of CSIDH shows that the cost of
each such oracle call contributes significantly to the cost of the attack so that for low
security levels the main concern is to defend against the above non-quantum attacks.
Recent papers [BS20, Pei20] have focused on the number of oracle calls and improving
Kuperberg’s algorithm, see week 8.

7

The SIDH system

The SIDH system [JF11, DFJP14] uses isomorphism classes of supersingular curves over
Fp2 . The number of points #E(Fp2 ) = p2 − t + 1 has t ∈ [−2p, 2p] and t ≡ 0 mod p,
thus t ∈ {−2p, −p, 0, p, 2p}. Of these, the isomorphism classes considered in crypto have
t = −2p, thus #E(Fp2 ) = (p + 1)2 . Given that the isomorphism classes are considered over
extension fields, a curve and its quadratic twist land in the same isomorphism class. Thus
the j-invariant refers to two curves, one with (p + 1)2 points, which is the one we consider
in the sequel, and its twist with (p − 1)2 points.
The graph of 2 and 3-isogenies in that case looks like in Figure 2. Choosing p = 2nA 3nB −
1 and E : Y 2 = X 3 + X as starting curve means that the curves have (p + 1)2 = 22nA 32nB
points and that all 22nA − 1 points of order 2nA and all 32nB − 1 of order 3nB are defined
over Fp2 . Computing degree 2nA or 3nB -isogenies is very efficient using Vélu’s formulas as
the kernels are subgroups defined over Fp2 . The same holds for all curves in the graph. The
√
parameters are chosen so that 2nA ≈ 3nB ≈ p. Here and in the following A and B simply
stand for Alice and Bob and are not related to the coefficients of curves in Montgomery
form.
In SIDH, Alice works with 2nA isogenies and Bob works with 3nB isogenies. Note that
√
unlike in CRS and CSIDH the degrees are known publicly, but there are about p choices
left because of all the directions; to see this we need to look at the number of choices for
a kernel of these maps. The points of order 2nA form a space of dimension two, we can
find points PA and QA of order 2nA with QA 6= hPA i. Then the subgroups of order 2nA
are given by hPA i, hPA + QA i, hPA + 2QA i, . . . , hPA + (2nA − 1)QA i and hQA i; each of these
subgroups determines a unique 2nA isogeny.
The system parameters for SIDH are p and E as above, a basis PA , QA of the points of
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order 2nA on E, and similarly a basis PB , QB of the points of order 3nB on E.
Alice picks a secret 0 ≤ a < 2nA , computes TA = PA + aQA and the isogeny ϕA
with kernel hTA i, landing at EA , which is (part of) her public key. Similarly, Bob picks
a secret 0 ≤ b < 3nB , computes TB = PB + bQB and the isogeny ϕB with kernel hTB i to
EB . In SIDH isomorphism classes are represented by the j-invariants, a suitable choice as
isomorphisms over extensions of Fp2 are considered
One difficulty in defining this system is that
ϕA
Alice cannot compute an isogeny ϕ0A on EB that
E
EA
matches ϕA translated by ϕB without having more
ϕB
ϕ0B
information on ϕB , but ϕB is Bob’s secret, so canϕ0A
not be given to Alice. The way out found by Jao
EB
EAB
and De Feo [JF11] is to include additional points
in the public keys of Alice and Bob, namely Bob Figure 4: SIDH key exchange for Alalso computes and publishes ϕB (PA ) and ϕB (QA ). ice and Bob.
With that information, Alice can compute TA0 =
ϕB (PA ) + aϕB (QA ) = ϕ(TA ) and the isogeny ϕ0A with kernel hTA0 i, landing at EBA . The
use of the image points means that EBA and Bob’s EAB are isomorphic. SIDH uses the
j-invariant of the resulting curve to compute a shared key.
In summary, Alice’s secret key is a and her public key is (EA , ϕA (PB ), ϕA (QB )). Bob’s
secret key is b and his public key is (EB , ϕB (PA ), ϕB (QA )).
Computing ϕA in one go would be very inefficient because the cost grows linearly with
the degree and ϕA has degree 2nA . Hence, SIDH decomposes this 2nA isogeny into nA
computations of 2 isogenies. These start with a 2 isogeny ϕ2 with kernel h2nA −1 TA i and
compute the image ϕ2 (TA ), which is a point of order 2nA −1 on a 2-isogenous curve, so
that computing ϕA is the same as computing ϕ2 followed by a 2nA −1 isogeny with kernel
hϕ2 (TA )i. This is the same approach as described in [Pan21, Section 2.2.3]. Likewise, the
images of PB and QB are pushed through the 2 isogenies. A fast sequence of steps is
proposed in [DFJP14] to reduce the cost of this computation.
One problem, recognized by [GPST16], is that Alice cannot validate the key she receives
from Bob. An evil Bob can perform a reaction attack on Alice to learn a by sending
her malformed public keys, e.g. sending (EB , ϕB (PA ), ϕB (QA ) + 2nA −1 ϕB (PA )) has Alice
compute the same j-invariant as Bob if and only if a is even (because then TA0 = ϕB (PA ) +
aϕB (QA ) = ϕB (PA ) + a(ϕB (QA ) + 2nA −1 ϕB (PA )) as 2nA ϕB (PA ) = ∞B ), learning one bit of
Alice’s secret. See Section 9 and talks in week 5 for how to deal with this issue and week 6
for details on the attack.

8

Security analysis of SIDH

For SIDH an attacker is confronted with the problem of finding EAB given E, EA , ϕA (PB ),
ϕA (QB ), EB , ϕB (PA ), and ϕB (QA ). The additional points have raised some concern but
no attack for balanced 2nA ≈ 3nB , such as the parameters proposed in SIKE (see below),
is known; see also the talk on torsion-point attacks in week 6.
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√
Alice’s and Bob’s key spaces have size ≈ p, so meet-in-the-middle attacks run in
√
time roughly 4 p. Analysis [ACC+ 18] has shown that the cost of these attacks is typically
underestimated, meaning that smaller parameters would offer sufficient security, see week 6
for details.
On the quantum side, similarly [JS19] showed that the attack costs of the so-called
√
claw finding attack with 6 p underestimate security when taking into account the full cost
of quantum computation (RAM model) so that choosing parameters to protect against
non-quantum attacks suffices to remain secure against quantum attackers, see week 8.

9

Complete instantiations of isogeny-based encryption

The only isogeny-based submission to the NIST competition is SIKE [JAC+ ] by Jao,
Azarderakhsh, Campagna, Costello, De Feo, Hess, Jalali, Koziel, LaMacchia, Longa, Naehrig,
Renes, Soukharev, and Urbanik. SIKE is based on SIDH and uses a transformation to
achieve CCA security and prove that ciphertexts are properly generated. Of the candidates that advanced to the second round, SIKE has the smallest public keys and the
smallest combined size of message and public key.
SIDH for use in TLS 1.3 has been tested by Cloudflare https://blog.cloudflare.
com/sidh-go/ in a hybrid construct with regular elliptic-curve cryptography.
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