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e Background of Pairings




i Pairings

(Gy,+), (G,,+) and (Gg,*) : cyclic groups of a prime order r
e beamap e: G; X G, > Gy satisfying
» Non—degeneracy : If e(P, Q) =1 forallQ € G,,
then P € G; is the identity (vice versa)
> Bilinearity : e(aP, bP) = e(P, P)&® fora, b € Z
> ¢ is computable in polynomial time
= e . Dbilinear map or pairing

(ex) Weil and Tate pairings on supersingular curves using distortion
map.



‘L Tate pairing/Ate pairing

Fq - finite field with g elements
C : nonsingular curve of genus g over F,
Jc *agroup of degree zero divisor classes of C
g =1 = J; elliptic curve
r - a positive divisor of |Jg(Fy)| with ged(r, a) = 1
k is the smallest integer s.t. if rlgk—-1,rtgs -1, 0<s<k
= k: embedding degree
Jcolr] @ divisor classes of order dividing r



i Tate pairing

Define the Tate pairing

<, > 1 Jolr] X Jo(Fg)/rdo(Fg) = Fok/ (Fk)' by
<D, E> =, ,(E")
where div(f, ;) = rD, E' ~E with supp(E’)N supp(div(f, ;)) = ®.

For the uniqueness in F, define the reduced Tate pairing
e(D, E)_f (E)q - 1)/r



‘L Ate pairing

Let @ be the g—power Frobenius endomorphism on J..
G, =J.[r] Nker(p—1), G, = J.[r] Nnker(e—[al).

ForD e G1,EE Gz,

Ate pairing (g=1)[HSV] : G(E, D) = f_; g(D)"~ 1/
Ate pairing (g=2)[GHOTV] : d(E, D) = fq,E(D)(qk— 1)/
Ate; pairing (g=1)[ZZH] : ai(E, D) = f4i moq r,E(D)(O'k‘”/f, 0<i< k



Miller’s Algorithm

Input = r=x"""_ 12" eZ, DeJdslr], Eedo(Fyk)/rdo(Fgk)
Output : e(D,E)

V=D, f=1
Number of
iterations ~ Fori=n—1 downto O
Def. b f < fZ'QV,v(E)/sz(E) V <« 2V
Miller length If ri=1 then
e f < f2:0y,0(E)/Qysp(E) V< V+D
Return f@-1rr




‘L Miller’s Algorithm

= div(f,) = n(P) - n(O)

= d|V(f2) = Z(P) - (ZP) B (O) ? (f4=f22*g2p gp/g4P —4p)
. div(f,) = 4(P) — (4P) - 3(0
V(fy) = 4(P) - (4P) - 3(0) b (fe=f4"*Qup 4p/ g -ep)
) — (8P) = 7(O)
(
) — (9P) - 8(0O) ?

m le(fg) = 8(P

fo=Te*Qgp p/Agp —gp)
m le(fg) = 9(P

; Log,n — step
= div(f,) = n(P)-n(O)



‘_h Supersingular curves

An elliptic curve E/ F, is called supersingular if it has
Elps]l(F,) ={O} or plt, where p=char F,.

— ddistortion map = Eta pairing approach
— small embedding degree

p=2 > k=4

p=3 = k < 6,

over prime fields F, with p =25 = k = 2.
— small number of curves

10



‘L Ordinary curves

Otherwise, is called ordinary curve,
and E[p](F,) = Z/pZ

— no distortion map = Ate pairing approach

— can be used over prime fields p for large prime
— more and larger embedding degree

— more choice of curves



‘L Hyperelliptic cuves

s A hyperelliptic curve is called supersingu/ar if its
Jacobian is isogenous to the product of
supersingular elliptic curves

s A hyperelliptic curve is called superspecial if its
Jacobian is isomorphic to the product of
supersingular elliptic curves

> Ate pairing applicable (GHOTV07)
> e.g. DL—curves
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e Efficient Pairing Computation




i Pairing application in crypto

Pairings in cryptanalysis

ECOLP = DLP/F,

— MOV reduction, using Weil pairing
(Menezes, Okamoto, Vanston 1993)

— FR reduction, using Tate pairing
(Frey Ruck 1994)



| Motivation for efficient pairing computation

Cryptosystem using pairings

— one round tree party key agreement (A. Joux, 2000)
- |D based encryption (Boneh & Franklin, 2001)

— Short signatures/ID based signatures

— |D based key agreement protocols

— Certificateless PKC . . . Signcryption, Broadcast
encryption, Traitor tracing. ... ...



Recent progress in pairing computation

= BKLS/GHS algorithm (2002)

= Duursma-Lee technique (2003)

= Eta; pairing on supersingular curves (BGES 2004)

= Ate pairing on ordinary curves (HSV 2006/GHOTV 2007)
= optimized Ate pairing (MKHO 2007)

= Ate, pairing (ZZH 2007)

= R-Ate pairing (LLP 2008)

= Optimal pairing (V 2008)

= Pairing Lattice (H 2008)

@> goal of this process is simplifying Miller’s algorithm and
reducing the loop length of Miller’s algorithm.




Improvements on Tate pairing

BKLS/GHS algorithm, 2002 on y2=x3-x +d, d=z1
1. Evaluate at divisor = evaluate at point
2. Removing the denominator in Miller algorithm
after final exponentiation.

3. Using multiplication by 3 rather than 2 : multiplication
V — 3V is particularly simple, V = (a,B), 3V = ((a3)3-d,—(B%)3).

Duursma-Lee Algorithm, 2003

1. generalized to a hypereliptic curve,
2. providing the loop shorteningidea = “eta pairing approach”



‘L Eta, Eta;, Ate pairing

#E(F,) =a+1-t=a-T=N (|t| < 2vq)
#J(Fy) = a*+aa+b =N
(fap) = A(P) = ([A]IP) — (A-1)(O)

= fyp - Tate pairing

« fqp: Eta pairing (Ate pairing)
= Supersingular curve with y2=xP-x+b, (b=+1, p=3 mod 4) (DL 03)
= Hyperelliptic curve (Ate pairing) (GHOTV 07)
» f;p: Etar pairing (Ate pairing)
= Supersingular elliptic/ Hyperelliptic curve (BGES 04)
= Ordinary elliptic curve (Ate pairing) (HSV 06)



‘L Optimized Ate and Ate. pairing

» #E(F,)) =g+1-t=9-T=N

. tZr”"’(k)(rlN)
» S=qgmodr, fgy (Optimized Ate) (MKHO 07)

= Ti=a'modr, frp (Ate) (ZZH 07)



‘L Pairings on Elliptic curve

= #E(F,) =ag+t1-t=qg-T=N(|tl <2va), r| N, r~a(size)
Supersingular | Ordinary | Miller length

Tate pairing f.p(Q) f.p(Q) |logyr r:prime

Eta pairing fo.p (W(Q)) 09,0 P:distortion
map

Eta; pairing frp (P(Q)) l0g,q'/2

Ate pairing fr p (Q) fr o (P) |log,q'/? P G,
Q €G,

Op Ate, Atei fr.p (Q) fr. o (P) | > log,r/e | T=g) mod r




‘L Example — BN curve

k=12, o(k)=4
s p=3624+3623+2422+62+1
s 1= 3624+3623+18z2+62+1
« T:=min{T=p'modr, 1<i<k}
=T,= 622
= Miller length for Ate, pairing: log,r'/2

= There are many elliptic curves which cannot reach
the low bound, log,r!/e(k




Pairings on

‘-L Hyperelliptic curve with genus 2

= #J(F,) = g?+tag+tb =N, 1| N, r~g?

Supersingular | Ordinary | Miller
length
Tate pairing fo(Q) fip(Q) [logyr
Eta pairing fop (W(Q)) 09,0 P:distortion map
DL-curve
Etar pairing fr p (W(Q)) 109,0%2 | y2+y=x5+x3+d /Fom
Ate pairing fo.p (Q)* fa.q(P) [log,q P G,
Q €G,

* Superspecial
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[Pairing 2007, Galbraith, Hess, Vercauteren]

s Can further loop shortening be performed
for the hyperelliptic Ate pairing such that

Miller length < log,q2 with a< 17



R—ate pairing [08, Lee, Lee & Park]

= Recall the Ate pairing and the Tate pairing
= #E(Fa) = g-T=N
. fq,Q(P) = fN+T,Q(P) = fN,Q(P)fT,Q(P)GNQ’TQ(P)
= Use two parameters g and N for a new pairing

s Use other parameters for a new pairing

= Improve the efficiency of the pairing
computation

=« for some pairing friendly curves
« for supersingular hyperelliptic curves with genus 2
= (Generalize previous pairings



* Definition: R—ate pairing

letw=at +b forw,a 1,b €/

_ _ a
foo,D_ faT+b,D_ (fT,D) .f\a,TD.fb,D.GaTD,b/D (Gar0.00 = laro. b0 /Viar+b)0)

g
ff,o. (f. 0)® are bilinear, tW_

= fa:0 Tbo  Garp po 1S Dilinear. R

R, o(D,E) = F,qp(E) - fy p(E) - Gyoppo(E) < R-—ate pairing




‘L Theorem

Let
. N=#JF,)
= w=ar+b
« fup andf; , provides non—degenerate pairings with
e(D,E)hi= 1, o(E)M, e(D,E)e= f, 5(E)Me
Let M=lcm(M;,M,), L=M(L,/M;—al,/M,)

« IfrtL, R,.(D, E)is a non—degenerate bilinear
pairing with the relation, e(D,E)t = R,,(D, E)M



‘L Corollary

(g, r) : R-—ate pairing = Ate pairing
s g =art+l
= f40= Tar0= Taro " 1o
» R—ate pairing = f;
» (w, ) =(qd', r) : R—ate pairing = Ate; pairing
» g = ar+T,

u fqi,D — far +T;,D — far,D ) fT]’D
= R—ate pairing = f+;



‘L Corollary
g = (T

L T)or(r, T)

= T;=aT;*b or r=aT+b

u fT D (Or fr D) — faTJ+b D (fTJ ) faD,TJ’ ' fb,D ' GaTJD,bD

— (fTJ,D)a °(fa,D)qJ ) fb,D ' GaTjD,bD

N J
Y

= R—ate pairing = (fa,D)qJ . fb,D . GaTjD,bD



R—ate pairings

1<i,j <k, w=ar+b, T,=q' modr

(w, T) |R-—ate pairing
(q,r) fT,D Ate
(ai,r) fTi,D Atei
(Ti ,T,-) (fa,o)qJ . fb,D ) GaTDj,bD
New type
(r, T;) (fa,o)qJ *T,0 " Gato;,00
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= HOw can we compute the R—ate pairing
with better efficiency than Ate or Ate; even if
it looks complicated?

= goal : Miller length ~> r!/e



‘L Algorithm

= Input: D,E, (T, T))

= Output: R(D,E)=(f,0)" - fo, 5 Gar0.00
with T=aT+b

Let a=cb+a

(f, o, bD) € Miller alg.(D,E,b)

(f. bo,cbD) € Miller alg.(bD,E,c)

. (fq5,dQ) € Miller alg.(D,E,d)

T € 10 fepo Tao

fap € T4 Gepo,do

.ab € cbD+dD

€ Fapfos

. T3 € 12Gi(an) b0

Return fj4




A Criterion for efficient R—ate
i pairing on elliptic curves

s Assumption

= K even embedding degree
s {0 time for computing one loop in

Miller’s algorithm
m Note
« t(Miller)~Miller length - tyq
= t(g¢in Fg) < 2(logye) -ty /17
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s | hen
= t(Ate)=100,T - tyo, T=min; .. (T:)
x 1(Ry, () S A - tyo

= w=at+b, maxia,b} = cmin{a,b} + d
= A=log,(min{a,b})+19log,c/17+log,d+2

s 7(w,T) = A/ log,T
s [hus

= 3(w,T) such that y(w,1) < 1
— 3 efficient R—ate pairing



Supersingular elliptic curves with char 2,3

s Ey?=x8-x+b / F, (b=x1, g=3", (m,6)=1)
= #E(F)=3M+1£b3!m1/2=3M-T

s 3M=+b3ME(T+1)

3(m—1)/2

u f3m = fg(m—1)/2('|'+1): (fT+1) : f3(m—1)/2 T+
(m=1)/2 (m=1)/2

3 3

= (fT) ’ 3(m—1)/2, (T+1) (GT,1)

7

(—h

—~

3(m=1)/2
= R-ate pairing = fam-1/2 (41 (Gy)°

s Etarpairing = fam+n/2 - Gam+1)/2 4



‘L Ordinary elliptic curves(1)

s E1 curve (MFO5) : k=7
= T, : 54bits (Ate; pairing = fr,)
» r =T, +b (b:27bits, r: 160 bits)
= R-ate pairing = f, 5 - G,p 00

s E2 curve (MF05) : k=10
= Tg : 60bits (Ate; pairing = fr, )
» Tg= aTl, + a? (a: 20bits, r: 160 bits)
= R—ate pairing = (fa,D)qZ
s Y(Tg, T,) =2/3

a2 GaTgD, a2D



Ordinary elliptic curves(2)

s E3 curve (FST06) : k=8
a 1 = 974+1273+8z°+4z+1
= Ty = -923-83z2-2z-1 (Ate, pairing = f, )
= Tg= T,+b (b=3z+1)
= R—ate pairing = 1y, 5" Gr.p 00
v(Ts, To) = 1/3

= E4 curve (F06) : k=10
= T, = 5z° (Ate; pairing = f,)
» Tg= (a+t2)T,+a (a= 5z+1)
s R—ate pairing — (fa+2,D) faD G (a+2)ToD,aD
m V(Tg, TZ) — 1/2



‘L Ordinary elliptic curves(3)

= E5 curve (BNO5)

- k=12, o(k)=4

. = 36z4+36z3+18z2+6z2+1

. T =T, = 62° (Ate; pairing = f, )

+ Tio= (a+1)T, + a (a=6z+2)

- R-ate pairing = (foo)" f- Gasnyry a
e (T, Ty) =1/2



curve Parameters Ate, R-ate Y
E1 k=7, o(k)=6, log,r=160 T,=1013---6225 | r =T, +100667465 | N/A
[ M FO5] D:15268391 6815195328299425822768509148050335 (54b |tS) (2 7 bltS)
r:10407221310428242915089984950397355088856765
E2 k=10, o(k)=4, log,r=160 | T,=1088---2309 | Tq= 1028669 T, + | 2/3
[MFO5] D:896120610547891068909698040682890664156040 (60b|t8) 1 0286692
5;01_881 963430185626838652064692433391635091 (40 b |tS)
E3 k=8, op(k)=4 T,= T,=T,+ 32+ 1 1/3
[FSTOB] | p=(815+542+45 A+ —9A8-32-27-1
122+1322+62+1)/4
r=944+122+822+4 7+ 1
E4 k=10, o(k)=4 T, =52 Ty = 1/2
[FOB] |p=2524+2523+2522+102+3 (5243)T, + (52+1)
r=2524+2523+1522+52+1
E5 k=12, o(k)=4 T,=62 To= 1/2
[BNO5] | p=3624+3623+2472+67+1 (643)T, + 62+ 2

r=3624+3623%+18z2+62+1




Supersingular hyperelliptic curve

i with genus 2

= g=p", nodd

m H . supersingular hyperelliptic curve of genus 2 defined

over F,
o #J(F,) = a?+aqg+b, r:large prime factor of #J(F,)
n G, =J.Ar]l Nker(e—1), G, =J.[r] Nker(p - [al) as

before



Supersingular hyperelliptic curve

i with genus 2

[Theorem] #J(F,) = g?+aqg+b

(1) lal < 44g + 10, |b| < 4+4g +1, |a-b| =9
(2) R—ate pairing :

(faq (P)-fy o (P)-Gyr, , if supersingular

{ (fap (Q)7-f, 5 (Q)-Gyr, o if superspecial



Remark on Miller length

Ry, 7/(Q,P)=(f,q% - fo.q "Ggaq.pa) (P)

m d— b + d

Howevq, . ldl <9
not quite .
half in = log.min{a,b} ~ (log,q) / 2
p[acz‘/'ca/. n t(R_ate) < tMO(loggmin{a,b}+|Og29) + tl\/IA+ BMK+ tG,A
The next © tya t SMttga = 2ty
case is = : time for addition, an mult in Fu, and computing Ggaq pq
example. .

> t(R—ate) <ty - (log,min{a,b}+5)

4

N2 T &
Miller length ~ half of log,q




Supersingular hyperelliptic curve

i with genus 2

s H,:y?=x>-x+b / F, (b=0,1, g=5")

s #J(F) =5""+ (a+2)5™ +a (a= +£5M12+1)

» T,= (a+2)T, + a

Q

= R-ate pairing = (f.0)" fo - Garoyry.

» Ate pairing = fsm



‘L Comparison of the Miller length

Curve E1 | B2 | B3| B4 | BES*| HbS

Miller length for Ate, 54 | 60 | 123 | 117] 128 89

Miller length for R—ate | 28 | 44 | 43 | 62 | 68| 70

<80 bit security level, *128 bit>




i Optimal pairing[08, Vercateran]

s Using g—expansion of a multiple A = m-r
s Using LLL-AIlg, find small coeff of g—expansion

s Lete: G X G, = Gy be a non—degenerate,
bilinear with order r, called optimal pairing
if e can be computed in log.r/@(k) + (k) basic
Miller iterations, with (k) < log,k



Tate pairing =T fci a.alP) - TG o(P)

=T (f." alP) * fqi calP)) - TT G o(P)

=T ( fc.q Q(P)GlQ(P)) ) ]:[ fqi ’ CIQ(P)

— I _/ J
~—

Candidate of
Optimal pairing

Product of Eta pairing




el = r 00 - 0~
-q 100
-g> 010
4 46
@(k)—1

= 3 shortvectorV € Lwith 1V Il < /e

s Using LLL—-Algorithm, we can find V.



mx (000
cox | —a 100
c,x | —a 010
4 4 46
co x ((-a®™ o001

= ( CO’ C‘|’.”’ C? )

s V=1(cyCq,""Cy) with 11V I < p!/ et
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= Mr=cy+cyq+ -+ Ca°

o g e, o) (QP) =TT (f.% o(P)-Gio(P)) : Pairing

1/0(k

with [c| <1 Yfor 0 < | < ?2= (k)1

s For optimal pairing, we need to choose a short

vector V with a minimal number of coordinates of

1ok
size r'/®%



‘L Conclusion & ...

s R—ate pairing:
= give pairings with low bound of Miller length
when Ate; pairings can’t reach.

= give more optimization for pairing computation
INn supersingular hyperelliptic curve with genus 2.

= Higher genus curve or non—supersingular
hyperelliptic curve?

=>» also applicable = but is it efficient?



Thank you !



