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« Standardized by the ICAO*

» Contactless chip stores data

» Basic Access Control

» Encryption of interchanged data
» Passive Authentication

» Extended Access Control

*) ICAO = International Civil Aviation Organisation l
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* Basic Access Control

- prevents unauthorized access to personal data ?

l 4
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optically scan printed data
<. ........................................

¥ ( NchN<BERGE<<.JUHﬁNHES(CDRNELIS<<<~<<<< < - [ —

8648NLD4003227M0701075051571006<<<<<96 =
FD) \ E-Pass (cc) Kyac
RND,.. € {0,1}%4

RNDep € {0,1}%, Kigp € {0,1}2° ) \
Eyrp = ENCy_gne (RNDygp || RNDiec || Kigp) plaintext
Mieo 1= MAC, yac (Eiep) ciphertext
—————————— decrypt and verify E ;-5 || Miep
plaintext Kicc € {0,1}128
CipherteXt = meS (EICC) Eicc = ENCy gne (RNDyc || RNDep || Kice)

\ Micc := MACy yiac (Cice)

< KSseeq:= Kipp @ Kice >

decrypt and verify E,c¢ || Mcc

QSSLed = K”:D @ K&Q l
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Derivation of BAC Keys
Information of the MRZ (Machine Readable Zone) is used for key derivation:
P<D<<LASTNAME<<FIRSTNAME<<<
1 22000001 6D<<64081 25F1 110078<
N 00
' Lo i-‘=i§‘ | = g5 =
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P<D<<LASTNAME<<FIRSTNAME<<<|
1220000016D<<6408125F1110078<
24 byte MRZ information

16 byte 4 byte

KM‘ ) Km‘ C, « C, =00 00 00 01 for Ky
« C, =00 00 00 02 for Ky,
SHA-1

16 byte 4 byte 4 byte




hg1:

Complexity Analysis of Key Space

fur IT Sicherheit B

Special (public) parameters for issuing passports:

The NetherlandS s

Start: August 26, 2006
Validity: 5 years

Working days T«

until June 1, 2007 196

Passport owners: approx. 9 million
Passports issued

per working day: approx. 7000
Numbering: fixed "N”, 1 alphanumeric digit,

6 numeric digits, 1 digit checksum

PCNLDVANS<DEN<BERGE<<JOHANNES<CORNELIS<<<<L<L

WeE 2238 e abe B2 2pM0 70 1 07]5 € €L CCCdCccdch

Germany —
November 1, 2005

10 years

413

approx. 20 million

approx. 8000
4 numeric digits for local authority,

5 numeric digits serial number

 PCDL<MUSTERMANNCCERIKACCCLCCL
122 A1110078<

l 9
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Adversary‘s knowledge on the system:
1. public knowledge
2. stochastic dependency between passport number and expiry date*

3. complete database of BAC keys

Knowledge on the passport holder:
1. issuing state

2. photo of passport holder

3. date of birth
4

. Site of eavesdropping (only relevant for Germany)

*) in Germany: for each local authority l 10
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Example Scenario:

* public knowledge, stochastic dependency between passport number and expiry date*,

age of passport holder with margin of 10 years, and issuing state known

Entropy for Germany == . Entropy for the Netherlands —
G G G G | NL _ g NL NL NL
H” =Hp +Hps + Hp: H™ =Hpy +Hpg +Hpe
P<D<<LASTNAME<<FIRSTNAME<<< ; \L
1220000016D<<6408125F1110078< - Hpy =109, (T " x7000) = 20.4
Tty 3E ig’ £ § % | NL B
28 ST gef sy iEf Hps = l0g,(10x365) ~11.8
g2 8% | ° T 8" EE° % NL _
G
Hpe =
H® ~33.3+5 - H™ =322+
*) in Germany: for each local authority
**) working days since start of system until June 1, 2007 l 1
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Low entropy of the BAC keys in present numbering schemes:

1. key space of the passport number:
fixed digits, check digit, mainly numeric characters
—> could be nine alphanumeric characters

2. stochastic dependency between passport number
and the expiry date
—> don‘t assign passport numbers serially

3. dependency on publicly available data (date of birth)
—> don‘t use publicly available data
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 Cost-Optimized PArallel COde Breaker
» an FPGA-based machine for DES cracking
 Parallel architecture built out of 120 Xilinx Spartan3 XC3S1000 FPGAs

* Modular design:
- Backplane with FPGA modules (each with 6 low-cost FPGAS)
- Controller card with USB interface

backplane
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 Two approaches for key search:
1. msby(Ecc) = Ex_enc (RNDycc)
2. MACy yac(Eiep) = Migp

MRZ
cand. MRZ
% o
< RNDicc laintext S ﬂ
a i - =
E (EIFD) _]L; | mL__(_M‘A_g)*M_!":' o Dr
ciphertextrewyt &

LY it W

(MiFD) ciphertext'---___P_ =~y /
) MRZ COPACOBANA

new
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 Problem: The bottleneck of the architecture of the COPACOBANA is
the communication via the buses and to the Host PC.

> rnemoryl MRZ

Caﬂd MRZ-: h-- _Eiééééé_k_é}; : |_f_0_r_M_R_Z_|
L ~generator
0N i
< RNDicc ‘
2 >

no
E LS ibenls y
O msbs(Eicc) - t/; 2
g s/
ciphertex th? omp _afi?[_ et

COPACOBANA

"} newMRZ
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 Problem: The bottleneck of the architecture of the COPACOBANA is
the communication via the buses and to the Host PC

» Solution:
- Every FPGA possesses a MRZ generator to support the key derivation
- Special memories will be established to store the plaintext and ciphertext

> memory ||
. MRZ | ‘accesskey | forMRZ ~H| MRZ
% generator ggnerator Yzva "
é RNDicc memory for '
< plaint
= 8
O msbe(Eicc) memgr}ﬁor'_ Y -
- - — = Comparator —»
ciphertext ciphertext %=
- ,_.'/ | g
new MRZ s
FPGA
COPACOBANA
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Part_of MRZ:

-fixed for every FPGA, e.g.,
expiry day or birthday.

Plaintext: RND ¢
Ciphertext: msbg(E,cc)

MRZ_Generator:
-producing 4 MRZs/clock

Engine;:
-Deriving Kepye

-Encrypting the plaintext into
ciphertext

Comp:
-Ciphertext,.,, = Ciphertext ?
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Solution:

- Pipelined SHA-1: Needs 80 clock cycles per key candidate
(SHA-1 is bottleneck)

- 3DES needs 48 clock cycles

________________________________ engine
| MRZ o)
0wl 8!
SHA-1 ey
ol.2
' 2 D!
ol
SHA-1 D[ >
: < |3 80 clock cycles
. plaintext ENC b per ciphertext
' ! v 0§ !
Dz
_ ola!
Triple DES ol
2|5 |
1 ciphertext |
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A
_ DA  Part_of MRZ:
£ 64 .
Ce"Ira: ¥ -fixed for every FPGA, e.g.,
contro Part_of_MRZ v d birthd
s|gna|s Il = +_ eXplry ay or |rt ay
MRZ_GENERATOR |} fiphertext :
| = e * Plaintext: RND,¢
164 } 4 ¢ 14x96 164
- NN mp « Ciphertext: msbg(E,qc)
o] T i « MRZ_Generator:
"5 G comp _
-producing 4 MRZs/clock
N—T— g
1 y :
> en%me —éfzr\—r\—r\—rww comp i Eng|nei:
2 i o BN U -Deriving Kgpe
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% - « Comp:
© | components ” FPGA -Ciphertextnew = Ciphertext ?
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 They are the only components depending on the concrete
attack scenario (adversary, knowledge about passport
holder,...)

o Part_of MRZ: fixed for every FPGA; but how?
- One ldea: Age estimate: 10 years = 120 months = 120 FPGAs

—Fixed part of MRZ is year and month of birth.

« MRZ Generator
- Input: Part_of MRZ
- Output: Subspace of MRZ information
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V)
for this FPGA: 6408

INPUT

_________________________________________________
________________________________________________
_______________________________________________

______________________________________________

MRZ Generator

 size of Part_of MRZ field depends on application scenario
» as does the MRZ Generator l 21
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Efficiency of the implementation

Clock rate

40 MHz

Speed of the
Key search

1 FPGA 2 Mio. Keys/second = 22093 Keys/second

120 FPGAs 240 Mio. Keys/second = 227-84 Keys/second

Germany

The Netherlands

Scenario;

Total amount of MRZ candidates

1.06 *10%0

4.9 *10°

Average time to find the MRZ

22 second

10.3 second

* public knowledge, stochastic dependency between passport number and expiry date,

age of passport holder with margin of 10 years, and issuing state known

22
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» Scenario for eavesdropping attacking BAC keys introduced
» Two approaches for two-way and one-way communication

» Complexity Analysis of BAC key space
—> Entropy of present schemes is too low

 Fast hardware implementation of the BAC key search
» Throughput: 2278 = 240 million BAC keys per second on COPACOBANA

« 235 key candidates require 2 minutes and 23 seconds

= Key search machines are a real threat for privacy and security of electronic
passport holders.
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