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Pollard’s Rho Method

• Parallelized Pollard’s rho method (MPPR)
• Adding walks (Teske ‘00)

• Increased number of partitions (Teske ‘00)

• Distinguished points (Rivest ‘82)
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Pollard’s Rho Method (cont’d)

• Negation and Frobenius Map (Wiener & Zuccherato 98)

Anomalous binary curves:

with b = 1, a = {0,1}

Frobenius: 
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Compute the m-1 Frobenius

and keep the « smallest » 

Pollard’s Rho Method (cont’d)

• Negation and Frobenius Map (Wiener & Zuccherato 98)

Anomalous binary curves:

with b = 1, a = {0,1}





P. Bulens, G. Meurice and J.-J. Quisquater 6
SHARCS'06 - 3rd April

Collision Search Architecture
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Collision Search Architecture
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Setup

• Xilinx Virtex2 
(XC2V6000-4ff1152)

• 200 MHz (RAM and 
Mult: 100MHz)

• PC: P4 1.8 GHz and 
1Gb RAM

• Python, SWIG, NTL, 
C/C++, Pari/GP, etc.
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Arithmetic Core

• Usually: inversion-free formulae

• Need Inversion  Approach really different

• Assumptions
– Fields without ONB

– Low-weight binary irred. poly. (NIST,SECG)

 Cheap modular reduction

• Goal: Highest throughput / area
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Targeted Platform

• FPGA : Field Programmable Gate Array
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Full Pipeline Approach

• A full pipeline need big FPGAs but,
– Data-driven

– Economy of scale

– Specialized for each features

 Every resources used every cycles

 1 chain for each register stage

 1 point addition/cycle / pipeline
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Multiplication

• Sub-quadratic complexity  Karatsuba

• Mult(2l x 2l) → 3k Mults(2l-k x 2l-k) + Add

Our problems: not power of two !

• Input extension                      + logic optim.

• Mult(L x L) → 3k Mults(L/2k x L/2k) + Add
– m=79 → 80x80 (by 10x10) + logic optim.

– m=163 → 160x160 (by 10x10) + 2  160x3 + 3x3

• + Register balancing  Area < (m/2)2 slices
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Division – Inversion

• Main part of the arithmetic core

• High throughput with realistic area
– Not easy !

• Extended Euclidean algorithm (binary)
– Transformation of the GCD()

• Little Fermat’s theorem
– Modular exponentiation
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Euclidean Algorithm

• 4 variables (U-V, R-S) and 2m-1 iterations

• Iterative circuit: 4 m/2 slices

• Unrolled Divider
– Size:

– Area = 3 m2 /2 + 2 m2 slices

R-SmU-Vm
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Euclidean Algorithm (cont’d)

• Unrolled almost Montgomery inverse
– Size:

– Area = 3m2 slices  m2 /2 slices saved

• Inverse: need a map to a domain
Cost is ≥ (m/2)2 slices

+ 1 mult = (m/2)2 slices for division  Useless

 Euclidean division is expensive ! (7m2 /2)

U-Vm R-S m
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Little Fermat’s Theorem

•   

• Min(# Mults) by chain technique (Itoh-Tsujii)

• # Mults =

• Normal Basis (NB) ? 
– Square → NB,    Mult → PB

– NB alone ?    Cost of Mult !

– NB + PB ?     Cost of change of basis !

 PB alone (repeated squares are OK) 
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Montgomery Trick

• a-1, b-1 ? → (ab)-1 x a = b-1 ; (ab)-1 x b = a-1

• 1 Inv → 1/n Inv + 3(n-1) Mults (1 PPA)

• n Inv → 1 Inv + 3(n-1) Mults (n PPA)

• 1/n Inv: feasible but complicated

• If Inv ≡ 10 Mults (M), for p PPA:
– 1 Inv  (12 + 5(p-1))M

– ½ Inv  (10 + 8(p-1))M

 For p ≥ 2, use 1 Inv
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Hardware Results

• Virtex4 (XC4LX200)
– 500 MHz: no restriction for Mult and RAMS
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Software Results

• Shoup’s NTL library (C++)

• Xeon 3.2 GHz

• For ECC2-79 / 109 / 163
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Hardware vs Software
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Hardware vs Software
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Hardware vs Software (cont’d)
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Conclusion

• Collision search architecture
– GF(2m)

– Single FPGA, full pipeline architecture

– High throughput

•  

 240 times faster than in software

•  

… unlikely to be broken soon
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Further Work

• Completely debug the ECC2-79 example

• Enable the negation map

• Include the Frobenius map (ECC2K)

• Gaussian normal basis

• Build prime field arithmetic core
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Open Discussion

• Questions, comments, remarks, etc. are 
more than welcome.


