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Alice

private data x

Bob

private data y

z=f(x,y)

public  function f(á,á)

SFE

e.g.,
¥MillionaireÕs problem x<y
¥Auctions
¥Biometric Authentication
  (Face Recognition)

w.l.o.g.
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Application:  S2PC by Computing on Encrypted Data

4

Some Schemes:

Property:

+ Paillier99   (default)
DamgŒrd/Jurik01   (large P)
DamgŒrd/Geisler/Kr¿igŒrd07  (tiny P)

+, 1 * Boneh/Goh/Nissim05

+, * Gentry09

Enc(z) = f (Enc(x), Enc(y))

private data x private data y

Enc(z)
z

pk,Enc(x)

ServerClient 
restricted to

specific
homomorphic
operation(s)

! x, y " P : Decsk(Encpk(x) #pk Encpk(y)) = x $ y



¥ Garbled
Circuit !C

f (x, y) = !C(!x , !y )

f (á, á)

w̃0
i , w̃1

i
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Client Server

¥ Circuit

!C, !y1, . . . , !yn

! 1 " i " n : OT(xi ; !x0
i , !x1

i )

z

. . .

!xn !yn !x1 !y1!y2!x2

!c1!c2

Garbled Table

E(!x0
1, !y0

1; !cg(0 ,0) )
E (!x0

1, !y1
1; !cg(0 ,1) )

E (!x1
1, !y0

1; !cg(1 ,0) )
E (!x1

1, !y1
1; !cg(1 ,1) )

z

. . .

xn yn x1 y1y2x2

<<< c1c2

Garbled
Wires

e.g., x < y

private data x = x1, .., xn private data y = y1, .., yn



x1, . . . , xn (!x0
1, !x1

1), . . . , ( !x0
n , !x1

n )

!x1 = !xx 1
1 , . . . , !xn = !xx n

n
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Pre-computing OT  [Bea95]

Non-Interactive OT
with Trusted HW

[GT08], [Gol08]

Extending OT efÞciently  [IKNP03]

EfÞcient OT protocols
[NP01], [AIR01], ...

M?#$3&:"@4.;$

M)/7)$"@4.;$

OTn OTt + symmetric crypto

OTn
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Combine Several Techniques for Efficient GCs:
¥Point-and-Permute [MNPS04]
¥High-Speed Evaluation of GC [LPS08]
¥Free XOR [KS08]

StM ROM

Server (offline) 8 hash 4 hash

Client (online) 2 hash 1 hash

Communication (offline)

Computation

G

0 bits 4tÕ bits

0

t=tÕ-1: symmetric security parameter (e.g., t=80)
hash: hash one block with cryptographic hash function

Even better (not in paper)
¥Garbled Row Reduction
  [NPS99, PSSW09]: 3tÕ bits
¥Secure HW Token
  (coming soon): 0 bits



C : x

C : x
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add random mask under HE 
and subtract in GC

add random mask in GC 
and subtract under HE

GC

Communication complexity to convert ! -bit values x for GC
(" : statistical security parameter, t ! ! 1: symmetric security parameter)

Input Output
Private S : x ! t ! bits ! bits
Private C : x OT!

t ! ! bits
HE S : Enc(x) 1 ciphertext + 5 ! t ! bits + OT!

t ! 1 ciphertext + ( ! + " )(5t! + 1) bits

S : x or Enc(x)

S : x or Enc(x)



x !
0 x !

1 x !
2 x !

3 x !
n ! 1x !

n ! 2x !
n ! 4 x !

n ! 3

m ! i log n

min min

min
m !

1 i1
1 i1

1m !
1

m !
2 i2

2

min min

min

min

. . .

. . .

MIN
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m !
d,L

m !
d+1

m !
d,R

CMP>

MUX

id
d,L id

d,R

id+1
d+1

MUX
min

Functionality for ! -bit Values Size [# non-XOR gates]
Multiplexer, Addition, Subtraction, Comparison !
Multiplication (school method) 2! 2 ! !
Minimum Value + Index of n values 2! (n ! 1) + ( n + 1)

reduces by! n logn non-XOR gates
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¥ Communication Complexity:

¥ Computation Complexity:
OTs pre-computed in Setup Phase
=> only  symmetric crypto in Online Phase!

GC is efficient secure comparison protocol [Yao86]

Communication Previous Work (HE) This Work (GC)
Complexity [Fis01] [BK04] [DGK07] Setup Phase Online Phase Total
Asymptotic (! + 1) "T 4"T 2"T 16"t 3"t 19"t
short-term 82 kByte 8 kByte 4 kByte 2.5 kByte 0.5 kByte 3.0 kByte
medium-term 164 kByte 16 kByte 8 kByte 3.5 kByte 0.7 kByte 4.2 kByte
long-term 246 kByte 24 kByte 12 kByte 4.0 kByte 0.8 kByte 4.8 kByte



S1 S2

B1 : x1

Bn : xn

!C
. . .

Ruhr-University Bochum Chair for System Security

SPEED-CC 2009 Improved Garbled Circuit Building Blocks and Applications to Auctions & Minima

M/0%.G":&N0096#*1.2=&N$#1.25

11

¥ Offline Auctions [NPS99]

¥ Online Auctions : [DGK07/08] with GC instead HE

Proxy! OTB : x S2 : (!x0, !x1)

S1 : !xxQ;3":'7%$".&%*+)9
I7)7A&A"R./&$"S"2)>$T

(x1, x2) = secretshare(x)
B : x

S1 : state1 S2 : state2

S1 : state!
1 S2 : state!

2

f update
I7)7A&A"R./&$"S"2)>$T
.)>";+A$"5'$$"UMO;

x = x1 ! x2

FD<5'7$)>/C";$%'$3";4.'7)89
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¥ Find index of closest point
Ð Hamming distance

Ð Euclidean distance

¥ Application: Biometric Authentication
Ð Privacy-Preserving Face Recognition using Eigenfaces 

[EFGKLT09] (using HE only)

¥ Improved Approach: Combine HE with GC
Ð HE to compute distances

Ð GC to select minimum value+index

12

dE (P, Q)2 =
!

i
(pi ! qi )2

dH (P, Q) =
!

i
pi ! qi = øpi qi + pi øqi

C : query point P

C : index min for Qmin closest toP

S : points Q1, . . . , QM
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Practical Privacy-Preserving Face Recognition 11

and long-term security the savings are even better. Our improvements of theDistanceprotocol (¤A.2)
down to 23% for short-term security are negligible w.r.t. the overall communication complexity as the
communication complexity of this protocol is small (few KBytes) and independent of thesize M of the
database.

Table 4. Comparison of Round- and Communication Complexity Ð HE vs. Hybrid. M : # faces in database.

Protocol HE ¤4.2 [13] Hybrid ¤5.1 (Improvement)

Round Complexity [moves] 6! log(M + 1) " + 4 6 (O(log M ) # O(1))

Security Level Short Medium Long Short Medium Long

Asymptotic Communication Complexity (online)
Projection [MB] 2.5 5.0 7.5 2.5 5.0 7.5
Distance [kB] 3.2 6.5 9.8 0.75 (23%) 1.0 (15%) 1.5 (15%)
Minimum [kB per face in DB] 15 29 44 0.99 (6.6%) 1.4 (4.8%) 1.6 (3.6%)

Hybrid vs. GC (Table 5). Our GC-based protocol requires only two moves for OT. In fact, the GC
protocol could even be executed without any interaction when using a trusted hardware token [20] (this
was called one-time program in [18]). If the database is static, i.e., no online updates are performed, the
online communication complexity of this protocol does not depend on the size of the database, while
with online updates it is by a factor of approximately 3 larger than that of the Hybrid protocol (see
numbers in parentheses). The major drawback of the GC protocol is its huge o! ine communication
complexity of several hundreds of Megabytes compared to view Kilobytes in the Hybrid solution.

Table 5. Comparison of Round- and Communication Complexity Ð Hybrid vs. GC.

Protocol Hybrid ¤5.1 GC ¤5.2 (with online update)

Round Complexity [moves] 6 2

Security Level Short Medium Long Short Medium Long

Asymptotic Communication Complexity (online)
base [MB] 2.5 5.0 7.5 1.6 (+10) 2.2 (+14) 2.5 (+16)
per face in DB [kB] 0.99 1.4 1.6 0 (+3 .8) 0 (+5 .3) 0 (+6 .0)

Asymptotic Communication Complexity (o ! ine) without OT
base 8.0 kB 16 kB 20 kB 189 MB 265 MB 303 MB
per face in DB 6.4 kB 8.9 kB 10 kB 0.24 MB 0.34 MB 0.39 MB

6.2 Online Computation Complexity

Hybrid protocol ( ¤5.1). We have implemented our Hybrid protocol for privacy-preserving face recog-
nition described in ¤5.1 in Python in order to quantify its online computation complexity. The decision for
Python was made since it is platform independent and code can be run on various architectures without
modiÞcation. In principle, interpreted Python programs run substantially slower than compiled code. We
perform performance measurements on two standard PCs (AMD Athlon64 X2 5000+ (2.6GHz), 2 Cores,
4 GB Memory running on Gentoo Linux x86 64) communicating via TCP/IP6 over a Gigabit Ethernet
connection. Both machines were clocked to 2.4GHz via CPU frequency scaling to make the performance
comparable to [13]. The implementation is running in the cPython-2.6 interpreter and uses the gmpy
module (version 1.04) that allows to access the GNU GMP library (version 4.3.1) within Python.

12

In comparison, the protocol in [13] was implemented in C++ using the GNU GMP library and
executed on a single PC (2.4 GHz AMD Opteron with dual-core processor and 4 GB RAM under Linux)
as two threads. This implementation neglects latencies of the communication stack and the network which
would result in non-negligible slow-downs due to the logarithmic round complexity of their protocol.

Although our implementation is closer to a real-world setting and uses a substantially slower program-
ming language, it still outperforms that of [13] especially for larger database sizes due to our algorithmic
protocol improvements of theMinimum protocol as shown in Fig. 3(a). Surprisingly, our implementation
is about 30% faster than the C++ implementation of [13] even in the unchanged parts of our protocol
which use homomorphic encryption. Presumably this is due to faster multiplication in GMP version 4.3.

As shown in Fig. 3(b), our protocol scales well with increasing security level which is not the case for
the protocol based on homomorphic encryption of [13] as the asymmetric security parameterT increases
much faster than the symmetric security parametert (cf. Table 3).

Overall, our implementation results conÞrm that our Hybrid protocol for privacy-preserving face
recognition can be used for practical privacy-preserving face recognition even for large databases.

Garbled Circuit protocol ( ¤5.2). Unfortunately we were not able to compile the circuit that is
evaluated in the GC-based protocol of¤5.2 due to memory restrictions of the FairplaySPF compiler [32].
From our implementation of the GC-based Minimum phase of our Hybrid protocol we estimate the GC
protocol to be slower than the Hybrid protocol (in the order of several minutes).
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(a) HE vs. Hybrid

Step Security Level
Short Medium Long

Client C Projection 0.490 0.602 0.719
Distance 6.083 16.868 31.733
Minimum 1.859 2.705 4.493
Sum 8.432 20.175 36.945

Server S Projection 6.583 17.431 32.368
Distance 0.469 1.516 3.033
Minimum 0.057 0.207 0.536
Sum 7.109 19.154 35.937

(b) Timing Complexity of Our Hybrid Pro-
tocol for M = 320 Database Entries

Fig. 3. Comparison of Timing Complexity

6.3 Future Work.

The protocols and implementation for practical privacy-preserving face recognition presented in this
paper can be extended into various directions in future work. Algorithmic improvements might be
achieved by considering di! erent face recognition algorithms or using algebraically homomorphic en-
cryption schemes which support addition and multiplication of ciphertexts [6,2,16]. The implementation
could be further accelerated by exploiting multi-core architectures or hardware accelerators based on
programmable general-purpose graphics processing units (GPUs). Additionally, we plan to extend our
implementation into a general purpose framework for secure and e" cient protocols based on homomor-
phic encryption and garbled circuits published as an open source project.

(a) HE vs. Hybrid Protocol (Short-Term Security)
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Short Medium Long

Client C Projection 0.490 0.602 0.719
Distance 6.083 16.868 31.733
Minimum 1.859 2.705 4.493
Sum 8.432 20.175 36.945

Server S Projection 6.583 17.431 32.368
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(b) Hybrid Protocol (DB of M = 320 Faces)

Fig. 3. Comparison of Timing Complexity
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cryption schemes which support addition and multiplication of ciphertexts [6,2,16]. The implementation
could be further accelerated by exploiting multi-core architectures or hardware accelerators based on
programmable general-purpose graphics processing units (GPUs). Additionally, we plan to extend our
implementation into a general purpose framework for secure and e" cient protocols based on homomor-
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Computation
(online):

Communication (online):
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Thanks for your kind attention.
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Contact:
thomas.schneider@trust.rub.de

Full Version:
http://eprint.iacr.org/2009/411
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8th International Conference on Cryptology And Network Security (CANSÕ09)
December 14-16, 2009 - Kanazawa, Ishikawa, Japan


